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Lab Exercise 1: Connecting to the lab environment 
 

Purpose: 

 

Logon using your instructor-provided credentials to access 

the lab environment  

 

Tasks:  Log in to the vdc 

 Login to the vCloud Director 

 Copy vApp from catalog to workspace 

 Start vApp 

 Work within VM desktop 

 

References: ScaleIO Lab Diagram (graphically showing relevant details for 

all VMs within a student pod – refer to Page 2) 
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Lab 1: Task 1 – Connect to lab environment 
Step Action 

  

1. 1 Open your browser to https://vdc.emc.com 

 

2. 2 Logon with the instructor provided credentials 

 

3.  Click on the link to the vCloud “Emerging Technology” datacenter (as shown) 

 

4.  An Internet Explorer window will appear (this is being presented by a remote Citrix server, not the local 

client).  If you receive a warning about a plugin, Allow it 

 

https://vdc.emc.com/
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Step Action 

5.  Log on with the same credentials as previously. 

 

6.  Click Add vApp from catalog 

 

7.  Select the ScaleIO I&M vApp then click Next 

 

8.  Let it select the default name and click Finish 
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Step Action 

9.  Wait for the vApp to go from Creating to Stopped, then click the Start button. 

    

10.  Wait for it to go from Starting to Running, then click Open 

    

11.  The “dc” is the only system you should directly interact with from here.  Click inside the desktop to access 

the console 
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Step Action 

12.  Click inside the console to interact.  Shown below are the functions of the icons. 

 

1. Send ctrl-alt-del to console 

2. Expand console to fullscreen view 

3. Expand window to match console desktop resolution 
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Lab Exercise 2-A: ScaleIO   Linux/Windows Installation 
 

Purpose: 

 

Use the ScaleIO V  Installation Manager (IM) graphical utility 

to install and expand a ScaleIO cluster on physical platforms 

running a mix of Linux and Windows.  

 

Tasks:  Connect to the dc desktop 

 Install and configure the ScaleIO V  Installation 

Manager 

 Install a three-node ScaleIO cluster of Windows/Linux 

hosts, using the Installation Manager GUI 

 Expand the cluster by adding one more 

Windows/Linux host as an SDS, also using Installation 

Manager 

 

References: ScaleIO Lab Diagram (graphically showing relevant details for 

all VMs within a student pod – refer to Page 2) 
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Lab 2-A: Task 1 - Install ScaleIO Installation Manager 
Step Action 

 In this section, you will install and run the Installation Manager onto the  DC system 

13. 1 Log into the DC system.  This is your access point for all other servers assigned to your pod.  

14. 2 Open Windows Explorer to the following folder: 

C:\share\sw\Gateway_for_Windows 

 

15. 3 Double-click (run) the EMC-ScaleIO-Gateway….msi file. 

Proceed through the install, accepting the defaults and the license agreement. 

Enter the new admin password that will be used to access IM:  P@ssw0rd 

 

Once finished, close the Explorer windows and continue. 
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            Lab 2-A: Task 2 - Connect to the ScaleIO Installation Manager 
Step Action 

1. 1 From the dc desktop, use Firefox to access the URL for IM: https://dc.emc.edu 

 

 

2. 2 Accept the risks. Add the exception. 
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Step Action 

3. 3 Logon as User: admin | Password: P@ssw0rd 

 
 
It is recommended to allow Firefox to save these credentials for convenience 

 
 
 

Lab 2-A: Task 3 - Upload the Installation Packages  
Step Action 

 Before any installation can take place, the ScaleIO packages need to be uploaded to the installation 
manager gateway system. 
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Step Action 

1. 1 Along the top of the IM screen, click Packages.  

 
 
The Manage Installation Packages window appears.  Click Browse 

 
 

2. 2 In the dialog box, open the c:\share\sw\Windows folder.  
Select all six MSI files found in that folder and click Open. 

 
 
Hint: Click the first file, then hold Shift and click the last file to select them all at once. 
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Step Action 

3. 3 Click Upload. 

 
 
The uploaded installation packages appear in the file table: 

  
 

4. 4 Repeat Steps 2 and 3 using the c:\share\sw\RHEL6 folder, and upload the six RPMs found in that 
folder.  

 
 

5. 5 When you are finished uploading the files, click Proceed to Install > to continue. 
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Lab 2-A: Task 4 - Upload the CSV File 
Step Action 

 The CSV file provides the installation manager system with the data required to complete the 
installation.  It includes the host information, along with roles, networking, devices etc. 

1. 1 The browser goes to the Installation Topology screen.  Click the Browse button.: 

 
 

2. 2 Select the following file C:\share\misc\ ScaleIO_Initial_Config.csv. 
Click Open. The file name appears in place of the Browse button.  
  

 
 

3.  For your reference, here is the file in Microsoft Excel: 

 
 
Note: For your convenience, this CSV file has been pre-populated with all the relevant data for 
your specific ScaleIO hosts. In a real deployment, you will need to manually edit the configuration 
file suitably, before uploading it to the Installation Manager. 
 

4. 3 Click the Upload installation CSV button. 
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Step Action 

5. 1 At the top of the installation configuration screen, set the MDM and LIA passwords to P@ssw0rd.  
Accept the license Agreement, and remove the check for Call Home (which we will not be 
configuring during this lab exercise. 
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Step Action 

6. 2 Confirm the topology (but don’t change anything). 

 

 
 
Click  

 

7.  Click on either monitor screen to bring up the installation monitor 
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Step Action 

8. 3 The installation performs the following phases: upload, install, and configure.  
 
Note: If you get an error message during the process, you can retry the failed operations. 

 
 

9.  The Query phase starts automatically.  When it finishes without error, close the “completed” box, 
and click Start upload phase 
 

 

10.  When the Upload phase finishes without error, close the “completed” box, and click Start install 
phase 
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Step Action 

11.  When the Install phase finishes without error, close the “completed” box, and click Start 
Configure phase 
 

 

12.  Configure is the final phase.  When it finished, the installation and configuration is complete on all 
nodes.  Click Mark Operation Completed. 

 

 

Lab 2-A: Task 6 - Add additional SDS using Installation Manager 
Step Action 

 In this section you will use a csv file to add a single SDS system to the cluster you’ve just 
constructed 

1. 1 Within the installation GUI, Click on the Install box 
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Step Action 

2. 2 In the provide installation topology screen, click Add to existing system in the middle, then click 
Browse 

 

3. 3 Browse to c:\share\misc, and select ScaleIO_Add_SDSWin2.csv file 

 
 
Here are the contents  of the file 

 

 

 
 
Click Upload 
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Step Action 

4. 6 On the Review Installation Configuration screen:   
Enter admin | P@ssw0rd for MDM credentials, and P@ssw0rd for the LIA password. 
Accept the license. 
Do not configure call home. 

 
 

5. 7 Take a moment to review the displayed information regarding the new SDS. 
 

 
 

6.  Click Start Installation 

 

7.  Click Monitor 
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Step Action 

8. 8 The phases will be identical to the previous phases.  If you see an error or aborted operation, click 
Retry Failed.  Otherwise, follow the instructions similar to the previous section, 

9. e When the configure phase completes, click mark operation completed 

 

10. 1 Minimize the browser and Click on the “lnx-1” icon 
(it will automatically connect to lnx-1 via putty and logon as root / P@ssw0rd) 

  

11. 1 Run the following commands: 

scli --login --username admin --password P@ssw0rd 

scli --query_cluster 

 

 

                 End of Lab Exercise 2-A 
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Lab Exercise 2-B: ScaleIO   VMware Installation 
 

Purpose: Use the ScaleIO vSphere Web Client plug-in to install and 

expand a ScaleIO cluster on the VMware ESXi platform. 

 

Tasks:  Install the ScaleIO plug-in 

 Install a three-node ScaleIO cluster of VMware ESX 

hosts using the ScaleIO Deployment Wizard  

 Assess validity and completeness of the installed 

configuration, including: executing basic ScaleIO 

commands on one of the deployed SVM appliances  

 

Lab 2-B: Task 1 - Install ScaleIO Plug-in for vSphere  
Step Action 

 This task has you installing the ScaleIO plugin into the vCenter server.  It is handled via a powercli 

script.  

1.  Click on the PowerCLI icon on the desktop 

 

2.  Open an explorer window to c:\share\sw\VMware\Plugin 
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Step Action 

3.  Drag the ScaleIO…ps1 file into the PowerCLI window 

 

 

4.  Hit enter to launch the ps1 file.  Enter the following information at the prompts: 

- vCenter vc.emc.edu 

- Username root 

- Password P@ssw0rd 

 

5.  Enter 1 to register the plugin, y to continue, and s for Standard registration 
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Step Action 

6.  After several seconds you will prompted to log in to the vSphere client (do not hit enter yet) 

 

7.  Connect to the vSphere web client by using the desktop icon (or by pointing firefox to 

https://vc.emc.edu:9443) 

 

8.  Logon as root | P@ssw0rd 

 

https://vc.emc.edu:9443/


 

  25 

Step Action 

9.  From the vSphere home screen, click on the Home tab – notice the EMC ScaleIO plugin (no need to 

click on it). 

 

10.  Return to PowerCLI and hit Enter to continue 

 

Do not exit PowerCLI. 
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Lab 2-B: Task 2 - Install SVM Template  
Step Action 

 This task has you continuing to work within the ScaleIO Registration script, to create a ScaleIO Virtual 

Machine (SVM) template.  This template will be later used by the ScaleIO deployment wizard to 

create virtual machines enabling MDM, SDS, LIA, and Gateway functionality. 

You will need to assign it to a specified datacenter, specified datastore(s), and select the “ova” file to 

be used. 

1.  Enter three from the PowerCLI script menu to start the template registration 

 

2.  Enter Datacenter as the datacenter 
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Step Action 

3.  When prompted for the location of the ova file, open an explorer window and drag the following file 

into the powercli window, and hit enter: 

C:\share\sw\VMware\ScaleIOVM…ova 

(or you can always just type it in as shown) 

  

 

4.  When prompted for a datastore, enter DS30.  When prompted for a second datastore, just hit enter 

(to skip). 

 

5.  The process will begin immediately, and will take several minutes.   When you are returned to the script 

menu, enter 4 to exit the script.  Then type exit to exit PowerCLI 
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Lab 2-B: Task 3 - Install SDC into the kernel of the selected ESXi servers  
Step Action 

 In this task, you will install the SDC onto the kernels of the 3 ESXi hosts.  It is done through an 

installer included with the ScaleIO plugin.  It requires a reboot of the ESXi server. 

1.  In the vSphere Web Client (root | P@ssw0rd), Home screen, click on the ScaleIO plugin 

 

2.  Under Basic tasks, click on Install SDC on ESX 

 



 

  29 

Step Action 

3.  Select all three ESXi servers, enter P@ssw0rd as the password (click show passwords to help ensure it is 

entered correctly), and click Install 

 

4.  The installation will commence.  When it is finished, click Finish 
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Step Action 

5.  Click OK on the popup 

 

6.  On the left side of the vsphere home page, click on Hosts and Clusters 

 

7.  Right-click on the 192.168.  ESX server, and click Reboot.  Then click OK on the popup to reboot the host 
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Step Action 

8.  Repeat previous step for the other two ESX servers.  Wait until all three servers have rebooted before 

continuing. They will be unresponsive for a minute or two.  Wait until they appear “normal” (bottom screen 

shot) before continuing.  You can click the refresh button in the vSphere Web Client for a more accurate 

update 

 

 

 

Lab 2-B: Task 4 – Adjustments for lab environment  
Step Action 

 This task has you making adjustments necessary to support the lab environment.  These are not the 

recommended settings in a production environment. 

In order to create a scalable lab allowing multiple concurrent connections, we are using Virtual ESXi 

servers.  These allow for full ScaleIO functionality, but require minor settings changes.   

One is to “allow vmdk creation”.  Normally, the selected SDS devices are passed to the SVM as raw 

devices (using VMware’s RDM capability).  This will not work here.  This option formats the devices 

with VMFS, configured as a standard Datastore, and creates a single VMDK on each, which is then 

presented as a virtual disk to the SVM.  Because the VMDK’s use nearly all the available space on the 

VMFS, expect to see warnings in the vSphere client about datastore free space.  You can ignore these 

warnings. 

The other adjustment speeds up the deployment time.  When VMDK’s are created, the “eager 

zeroed” option is the default.  This writes a “0” to all bits of the VMDK.  While it creates a more 

efficient VMDK in production, the time to write this is excessive.  Disabling this speeds up the process 

by 20 minutes or more.  



 

  32 

Step Action 

1.  Click on the home button and return to the ScaleIO plugin 

 

2.  Click on Advanced Settings on the right 
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Step Action 

3.  Check Enable VMDK creation and click OK 

 

4.  Minimize the browser, and open a connection to the vCenter appliance directly, by clicking on the 

icon on the desktop (click Yes if you encounter a security prompt). 

 

(it will launch a putty connection and logon as root | P@ssw0rd, automatically) 

5.  Enter the following command to edit the settings file for the deployment wizard 

vi /etc/vmware/vsphere-client/vc-packages/scaleio/serverConfig.cfg 
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Step Action 

6.  Insert the following line into the file as shown 

<vmdk_eager_zeroed>false</vmdk_eager_zeroed> 

BEFORE 

 
AFTER 

 

7.  Save and exit the file (<Esc> :  w q <Enter> ) 
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Step Action 

8.  Return the ScaleIO Plugin session 

 

Lab 2-B: Task 5 – Deploy ScaleIO onto VMware  
Step Action 

 This task has you entering all the values and completing the deployment.  Here is a summary: 

- New ScaleIO Cluster with a name of “SIO-VMW” and P@ssw0rd as the admin password 

o One protection domain “PD1” 

o One Storage Pool “SP1” 

o A Gateway VM on 192.168.  

- MDM 

o 192.168.   Primary 

o 192.168.1.31  Secondary 

o 192.168.1.32  Tie Breaker 

- SDS 

o All three ESXi servers 

o 1 disk added from each SDS (105GB, VMDK created) 

- SDC 

o All three ESXi servers 

o SCSI LUN number comparison Disabled 

- Networking 

o ScaleIO management traffic on existing 192.168.1.x network 

o Data traffic on new 192.168.2.x network 
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Step Action 

1.  From the ScaleIO Plugin page, click Deploy ScaleIO environment 

 

2.  On the Select Installation Type screen, leave at the default (Create new ScaleIO system), and click 

Next 

 

3.  On the Confirm license screen,  Click I agree… and click Next 

 

4.  On the Create new system screen, enter SIO-VMW as the system name, enter and confirm P@ssw0rd 

as the password, and click Next 
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Step Action 

5.  On the Add ESX hosts to cluster screen, Select vCenter as the vCenter server, select all three ESX 

hosts (you can select any parent object to do this as well), and click Next. 

 

6.  On the Select management components screen, assign the roles as shown below, and click Next 

 

7.  On the Configure Call Home screen, remove the check from Configure Call Home, and click Next 
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Step Action 

8.  On the Configure protection domain screen, Enter PD1, click Add (it will appear below), and click 

Next. 

 

 

9.  On the Configure Storage Pools screen, enter SP1 as the storage pool name (under protection 

domain PD1), click Add (it will appear below), and click Next. 
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Step Action 

10.  On the Create Fault Sets screen, do not enter a fault set, and click Next 

 

11.  On the Add SDS screen, select all three ESX hosts (can also select a parent object), and click Next. 

 

12.  On the Add devices to SDS screen, select the first ESX host (192.168. ) as shown.  Do NOT click Next. 
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Step Action 

13.  Click on the Select Devices tab, select the C0:T1:L0 device, click Add Device and Create VM… (VMDK).  

Do not click Next. 
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Step Action 

14.  Repeat the previous two steps for 192.168.1.31, and 192.168.1.32.  Then, click Next. 
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Step Action 

15.  On the Add SDC screen, select all three hosts (or select a parent object), enter P@ssw0rd as the 

password for all (click Show passwords to make sure it is typed correctly).  Do NOT click Next. 

 

16.  On the same screen, click Disable for Enable/Disable SCSI LUN number comparison…  Click OK on the 

popup, then click Next. 

 

 



 

  43 

Step Action 

17.  On the Configure Upgrade Components screen, select 192.168.  as the host for the Gateway VM, 

enter P@ssw0rd as the password for the gateway, enter P@ssw0rd as the password for LIA, then 

click Next. 
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Step Action 

18.  On the Select OVA template screen, choose the previously uploaded template, enter P@ssw0rd as 

the root password, and click Next  

 

 

19.  On the Configure networks screen, select the VM Network for the Management network.  For the 

Data network, click Create new network 
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Step Action 

20.  For the values for the new network, enter what is shown below, then click OK 

 

21.  The network configuration will take place.   

When it is finished configuring the networks, click Close on the progress popup, and close on the 

Create New Data Network window, to return to the Configure networks screen. 
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Step Action 

22.  Wait a moment for the new SIO-Storage network to appear as the Data network.  Then click Next. 

 

23.  On the Configure SVM Screen, enter the values as shown below (scroll from left to right to access the 

different values), and then click Next. 
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Step Action 

24.  Review the configuration summary, click Finish. 

 

25.  On the authorization popup, enter root | P@ssw0rd, and click OK. 
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Step Action 

26.  The installation will begin.  It may take up to 45 minutes to complete.  It is common in our 

environment to experience errors.  If you see an Error, click Pause (then Yes to confirm), wait for it to 

stop the Deployment, click Continue the deployment (Yes to confirm) 

  

 

  

27.  Do not be concerned with errors regarding Datastore usage.  This is due to “VMDK Creation” which 

creates a single VMDK on each disk, consuming nearly the whole disk. 
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Step Action 

28.  Also, these errors are expected and can be ignored 

 

29.  When it finally completes without errors, click Finish 
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Step Action 

30.  The lower-left of the vSphere screen should look like this after a successful deployment. 
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Lab Exercise 3-A: ScaleIO Configuration and Management 
 

Purpose: Perform basic configuration, management and monitoring of 

a ScaleIO cluster in a physical Linux/Windows environment. 

 

Tasks:  Practice using the ScaleIO GUI to perform the 

supported configuration, management and 

monitoring operations 

 Gain familiarity with the ScaleIO CLI syntax by using it 

to exercise typical day-to-day tasks such as 

provisioning and storage management 

 

References: ScaleIO Lab Diagram (graphically showing relevant details for 

all VMs within a student pod – refer to Page 2) 

 

 

Lab 3-A: Task 1 – GUI Introduction  
Step   Action 

 This task has you taking a quick look at the ScaleIO GUI.  It is available for Linux and Windows.  You 

will install it on the Windows DC, and take a quick look at the dashboard and backend views. 

1.  From the “dc” workstation, open an explorer window to c:\share\sw\GUI_for_Windows. 

Launch the msi installer  
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Step   Action 

2.  Accept all the default settings and Finish 

 

3.  Launch the GUI under Start  Programs  ScaleIO 

 

4.  Log on to lnx-1 as User: admin | Password: P@ssw0rd  
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Step   Action 

5.  Take a close look at the Dashboard 

 

6.  Click on Backend to take a close look at the backend view 
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Step   Action 

7.  The default view is By SDS.  Take a look at the SDS’s in the protection domain by expanding the “default” 

protection domain 

 

8.  In the upper-right of the interface, switch from By SDS, to By Storage Pools.  

 

9.  Expand the tree on left to view all the components comprising the current default storage pool 

 



 

  55 

 

Lab 3-A: Task 2 – SCLI   
Step   Action 

 Here you will run scli commands to gather basic information. 

1.  Minimize the GUI, and launch a putty session with lnx-1, by clicking on the desktop icon (will log you 

in as root) 

 

 

2.  Run the following command to display basic help information on  

scli 

 

3.  Run the following command to gain privileged access to the ScaleIO cluster 

scli --login --username admin --password P@ssw0rd 

 

Note: if you omit the “--password” switch, it will prompt for secure password entry. 



 

  56 

Step   Action 

4.  Enter the following command to to retrieve lots of information from the cluster 

scli –query_all 

 

The output will quickly scroll past the screen 

5.  To retrieve the information one screen at a time, enter the following command: 

scli –query_all | less 

 

6.  It will output information just one screen at a time.  Hit [spacebar] to continue to the next page and 

q to exit the command. 

 

7.  Enter the following command to identify the protection domain. 

scli --query_all | grep Protection 
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Step   Action 

8.  Enter the following command for detailed information on the protection domain “default”.  (You can 

either scroll through the results or add “| less” to the command to view one page at a time.  Take a 

moment to review the output. 

scli --query_protection_domain --protection_domain_name default 

 

9.  Enter the following command to identify the protection domain. 

scli --query_all | grep Storage 

 

10.  Enter the following command (on a single line) for detailed information on the Storage Pool 

“default”.  (You can either scroll through the results or add “| less” to the command to view one 

page at a time.  Take a moment to review the output. 

scli --query_storage_pool --protection_domain_name default --storage_pool_name 

default  

 

11.  Run the following command to list your SDSs: 

scli --query_all_sds 
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Step   Action 

12.  Query one of your SDSs, using its ID and carefully examine the output: 

scli --query_sds --sds_id <SDS ID> 

  

Look for information like, Path: and total and unused capacity. 

13.  Run this command to list your SDCs: 

scli --query_all_sdc 

Example output:  
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Step   Action 

14.  All three of the SDCs still have the name given to them by the Installation Manager during their 

creation. Name them to reflect their purpose and host names. 

scli --rename_sdc --sdc_id <SDC ID> --new_name SDC_Lnx1  

(pick the SDC ID corresponding to the IP 192.168.1.10) 
 
scli --rename_sdc --sdc_id <SDC ID> --new_name SDC_Lnx2  

(pick the SDC ID corresponding to the IP 192.168.1.11) 
 
scli --rename_sdc --sdc_id <SDC ID> --new_name SDC_Lnx3  

(pick the SDC ID corresponding to the IP 192.168.1.12) 
 

 

15.  Rerun scli --query_all_sdc and ensure the new names are in effect: 

 

Lab 3-A: Task 3 – Create volumes  
Step   Action 
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Step   Action 

 You will create volumes via scli.  

1.  At the command prompt on Lnx-1, enter (all one command): 

scli --add_volume --protection_domain_name default --storage_pool_name default --

thin_provisioned --volume_name vol1 --size_gb 12  

 

Note: ScaleIO rounded up the provisioned capacity to 16 GB. Due to the nature of ScaleIO’ s mesh 

mirroring, it works best in units of 8 GB. 

2.  List all the volumes and look for the volume you just created. 

scli --query_all_volumes  

 

3.  Minimize the Putty session and bring up the ScaleIO GUI. 

4.  On DashboardSystem Overview, look for the Volumes tile. You should see 1 volume defined. 
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Step   Action 

5.  Now look for the Capacity tile. Notice, however, that it doesn’t show any storage as being used 

(Protected) yet. 

 

Why? ______________________________________________________________ 

6.  Create a new thin-provisioned volume of 16 GB named vol 2. 

scli --add_volume --protection_domain_name default --storage_pool_name default --

thin_provisioned --volume_name vol2 --size_gb 16 

 

Refer back to the GUI. Any change on the Capacity circle yet? _________________ 

7.  Now create two more thick-provisioned volumes, vol3 and vol4. 

Note: Thick provisioning is the default. Notice the lack of the --thin_provisioned qualifier in 

the commands. 

scli --add_volume --protection_domain_name default --storage_pool_name default --

volume_name vol3 --size_gb 16 

scli --add_volume --protection_domain_name default --storage_pool_name default --

volume_name vol4 --size_gb 16 
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Step   Action 

8.  Check the Capacity circle. 
 

 

You created two 16GB thick-provisioned devices, for a total of 32GB usable capacity.  

Why does ScaleIO show 64GB of protected storage? 

_______________________________________________________________ 

 
Lab 3-A: Task 4 – Map Volumes to SDC  

Step   Action 

 You will provision created volumes to an sdc host.  Then, from the host, you will run the commands 

to access the volume. 

1.  Note: This task assumes that Lnx-1 has ownership of the Primary MDM. 

On Lnx-1, run the following command to map vol1 to Lnx-1: 

scli --map_volume_to_sdc --volume_name vol1 --sdc_name SDC_Lnx1 
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Step   Action 

2.  Still on Lnx-1, (the Primary MDM) map vol2 to Lnx-2 and vol3 to Lnx-3.  

 

3.  Note: At this point, we are running commands on Lnx-1, Lnx-2 and Lnx-3 in their role as SDCs. 

On Lnx-1, run the fdisk -l command and look for a ScaleIO device. 

It should appear as /dev/scinia: 
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Step   Action 

4.  Run the following command to prepare the device for mounting: 

fdisk /dev/scinia 

Choose (n)ew, (p)rimary partition, number 1, accept the defaults for first and last cylinders, and 

(w)rite it to disk. 
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Step   Action 

5.  Format the partition: 

mkfs.ext4 /dev/scinia 

 

6.  Notice that the amount of “Provisioned” storage just increased slightly, from 64 to 64.8GB. 

  

The act of formatting involves writing some directories or tables to the disk device. Lnx-1 has a thin 

provisioned disk, so as data is written to previously-unused chunks of the device, ScaleIO will grow 

the volume to accommodate the writes. 
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Step   Action 

7.  Still on Lnx-1, create a mount point and mount the new device: 

mkdir -p /mnt/scaleio/1 

mount /dev/scinia /mnt/scaleio/1 

Look for the new device: 

df -h 

 

8.  Connect to Lnx-2 and Lnx-3 and repeat Steps 4, 5 and 7 to map, format and mount vol 2 to Lnx-2 and 

vol 3 to Lnx-3 respectively 
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Step   Action 

9.  Recheck the dashboard in the GUI to see the change in capacity. 

 

 

Lab 3-A: Task 4 – Map Volumes to Windows  SDC  
Step   Action 

 You will add a new Windows SDC, and map a volume for it. 

1.  We now have three Linux SDCs in the ScaleIO environment. Let’s add a fourth SDC - but this time, a 

Windows server. 

2.  On the dc desktop, click on the win-2 icon to open a remote desktop connection (will automatically 

log on as administrator | P@ssw0rd) 
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Step   Action 

3.  Open an explorer window to \\dc\share\sw\Windows.  Double click the sdc installer.   Complete the 

installation using default values. 

 

  

4.  Open a command prompt (Start  Command Promt) 

 

5.  Run the following commands to configure Win-2 as a client of our specific ScaleIO cluster: 

cd "C:\Program Files\EMC\ScaleIO\sdc\bin\" 

drv_cfg.exe --add_mdm --ip 192.168.1.10

 

file://dc/share/sw/Windows
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Step   Action 

6.  Back on Lnx-1 (minimize the remote desktop connection to win-2, open putty window to lnx-1), a 

query to the MDM should now show the new (fourth) SDC. 

 

7.  While still connected to lnx-1, rename the new SDC. 

scli --rename_sdc --sdc_id <SCD ID from above> --new_name SDC_Win2 

 

8.  Map vol4 to SDC_Win2 

scli --map_volume_to_sdc --volume_name vol4 --sdc_name SDC_Win2 
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Step   Action 

9.  On Win-2, open Server Manager and select Storage  Disk Management. If you get an “Initialize 

Disk” pop up, just cancel it. 

The ScaleIO disk shows up ready to be initialized and formatted. 

 

Lab 3-A: Task 5 – Snapshot  Volumes  
Step   Action 

 You will create a snapshot for an existing volume, and map it from another sdc host. 

1.  First you will add “data” to a volume. 

From lnx-1 shell, change to the mounted volume 

cd /mnt/scaleio/1 

 

2.  Add a file to that directory.  And confirm its presence. 

touch original 

ls /mnt/scaleio/1 

 

3.  Type the following command to ensure that any cached writes are written to the volume 

sync;sync 
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Step   Action 

4.  Create a snapshot of the volume called “vol1_snap” 

scli --snapshot_volume --volume_name vol1 --snapshot_name vol1_snap 

 

5.  Map the volume to lnx-2 

scli --map_volume_to_sdc --volume_name vol1_snap --sdc_ip 192.168.1.11 

 

6.  Connect to lnx-2 and locate the volume 

fdisk -l  

 

7.  Mount the volume. 

mkdir –p /mnt/scaleio/2 

mount /dev/scinib /mnt/scaleio/2 
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Step   Action 

8.  Take a look at the contents and add a new file 

cd /mnt/scaleio/2 

ls 

touch new-lnx-2 

ls 

 

9.  Unmap the volume 

cd / 

Unmount /mnt/scaleio/2 

10.  Return to lnx-1, unmap the snapshot volume from lnx-2, and remove the snapshot 

scli --unmap_volume_from_sdc --volume_name vol1_snap --sdc_name SDC_Lnx2 

scli --remove_volume --volume_name vol1_snap 

  

Lab 3-A: Task 6 – Consistency Groups 
Step   Action 

 You will create a consistency group (a snapshot of multiple volumes created at the same instant), 

and mount them on another host. 
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Step   Action 

1.  While still connected to lnx-1, change to the source volume directory, Add a new file and examine 

the contents of the volume 

cd /mnt/scaleio/1 

touch consistent-data 

ls 

 

2.  From lnx-2 

Repeat the above step 

 

3.  From lnx-1 

Create a consistent snapshot of Lnx-1 vol1 and Lnx-2 vol2, called vol1_csnap and vol2_csnap 

respectively: 

scli --snapshot_volume --volume_name vol1,vol2 --snapshot_name 

vol1_csnap,vol2_csnap 

 

Note the Consistency Group ID of your CG: __________________________ 
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Step   Action 

4.  From lnx-1 

Map both consistent snapshots to lnx-3 

scli --map_volume_to_sdc --volume_name vol1_csnap –sdc_ip 192.168.1.12 

scli --map_volume_to_sdc --volume_name vol2_csnap –sdc_ip 192.168.1.12 

 

5.  From lnx-3 

Examine the newly mapped volumes 

fdisk -l 
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Step   Action 

6.  From lnx-3 

Mount the volumes 

mkdir /mnt/scaleio/csnap1 

mkdir /mnt/scaleio/csnap2 

mount /dev/scinib /mnt/scaleio/csnap1 

mount /dev/scinic /mnt/scaleio/csnap2 

 

7.  From lnx-3 

Confirm the contents of the volumes 

ls /mnt/scaleio/csnap1 

ls /mnt/scaleio/csnap2 

 

8.  From lnx-1 

Unmap the consistent snapshots 

scli --unmap_volume_from_sdc --volume_name vol1_csnap --sdc_ip 192.168.1.12 

scli --unmap_volume_from_sdc --volume_name vol2_csnap --sdc_ip 192.168.1.12 
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Step   Action 

9.  From lnx-1 

Remove the consistency group snapshots.  First identify the consistency group ID 

scli --query_volume_tree --volume_name vol1 

 

10.  From lnx-1 

Next, remove the consistency group 

scli --remove_consistency_group_snapshots  --consistency_group_id <cg ID> 
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Lab 3-A: Task 7 – Inactivation of a Protection Domain 
Step   Action 

 You will deactivate a protection domain. 

1.  On Lnx-1, change to the home directory of the root account: 

cd /root 

2.   Ensure that none of the file system contents are in the host file system cache. Unmount and mount 

the file system once: 

umount /mnt/scaleio/1 

mount /dev/scinia  /mnt/scaleio/1 

df –h 

At this point, we can be sure that any subsequent I/O to files in this file system will need to be 

serviced from the ScaleIO device – the host file system cache is empty. 

3.  Verify the status of the Protection Domain: 

scli --query_protection_domain --protection_domain_name default |grep state 

Note: Use grep to limit the output. 
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Step   Action 

4.  Inactivate the Protection Domain: 

scli --inactivate_protection_domain --protection_domain_name default 

 

Confirm that the current state of the Protection Domain is being reported as inactive, before proceeding: 

scli --query_protection_domain --protection_domain_name default |grep state 

 

5.  Check if we still have access to files on the mounted file system: 

df -h 

ls /mnt/scaleio/1 

Did the ls command fail with an error? Is this expected behavior?  

________________________________ 

6.  Activate the Protection Domain: 

scli --activate_protection_domain --protection_domain_name default 

Confirm that the current state of the Protection Domain is being reported as active, before 

proceeding: 

scli --query_protection_domain --protection_domain_name default | grep state 

7.  You should now have full read/write access to the file system. Verify this: 

df -h 

ls /mnt/scaleio/1 
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Lab 3-A: Task 8 – Rename the Protection Domain 
Step   Action 

 You will rename the protection domain within the GUI 

1.  Back on Lnx-1, run the following command: 

scli --query_all |grep Protection 

 

What is the Protection Domain name? ____________________________________ 

2.  On the dc desktop, within the ScaleIO GUI, go to the Backend view. 
 

 

Right-click on the Protection Domain, and select Rename.  
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Step   Action 

3.  In the Rename Protection Domain window, change the name of the Protection Domain to Domain1 

and click OK. Close when complete. 

 

Back on Lnx-1, run the following command: 

scli --query_all |grep Protection 

 

The name of the Protection Domain has changed to Domain1. 
 

 

Lab 3-A: Task 9 - Rename Storage Pool  
Step   Action 

 You will rename the Storage Pool within the GUI 

1.  Back on Lnx-1, run the following command: 

scli --query_all |grep Pool  
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Step   Action 

2.  On the dc desktop, within the ScaleIO GUI, go to the Backend view. 
Choose the drop-down in the upper-right-hand corner, selecting By Storage Pools. 
 

 

3.  Underneath the Domain1 Protection Domain you will find the Storage Pool named “default”. 
 

 

Right-click on the Storage Pool and select Rename. 
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Step   Action 

4.  In the Rename Storage Pool window, change the name of the Storage Pool to Cap_Pool and click OK. 
Close when complete. 
 

 

Back on Lnx-1, run the following command: 

scli --query_all |grep Pool 

 

The name of the Storage Pool has changed to Cap_Pool. 
 

Lab 3-A: Task 9 - Rename Storage Pool  
Step   Action 

 You will rename the SDS systems within the GUI 

1.  Back on Lnx-1, run the following command: 

scli --query_all_sds 
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Step   Action 

2.  On the Win-1 desktop, within the ScaleIO GUI, go to the Backend view. 
 

 

Click on the row labeled SDS_[192.168.1.10]. 
Right-click and select rename. 
 

3.  In the Rename SDS window, change the name of the SDS to SDSLnx1 and click OK. Close when 
complete. 
 

 

4.  Repeat the steps above, renaming SDS 192.168.1.11 to SDSLnx2 and SDS 192.168.1.12 to SDSLnx3. 
 

 
                                                             End of Lab Exercise 3-A 
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Lab Exercise 3-B: ScaleIO Configuration and Management - ESXi Cluster 
 

Purpose: Perform basic configuration, management and monitoring of 

a ScaleIO cluster in a VMware environment. 

 

Task:  Perform operations that are supported by the ScaleIO 

vSphere plug-in beyond initial cluster deployment 

 

References: ScaleIO Lab Diagram (graphically showing relevant details for 

all VMs within a student pod – refer to Page 2) 
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Lab 3-B: Task 1  - Explore vSphere Plugin 
Step   Action 

 Explore the basic information available through the ScaleIO vSphere plugin. 

1.  From the dc desktop, logon to the vSphere Web Client (desktop icon) as root | P@ssw0rd 

 

2.  On the Web Client Home Screen, click on the EMC ScaleIO icon. 
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Step   Action 

3.  On the lower-left corner, you can find the ScaleIO WebSphere plug-in options. 
 

 
 

4.  Take a moment to explore the views. After clicking and viewing each, you can return to the vCenter 

view by clicking the vCenter link in the upper-left corner of the screen. 

 

 
 

Lab 3-B: Task 2 - Create and Map ScaleIO Volumes  
Step   Action 

 You will create volumes, and make them available to all the ESXi (SDC) hosts, within the ScaleIO 

plugin. 
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Step   Action 

1.  Navigate to the Storage Pool view and highlight the SP1 Storage Pool. On the Actions drop-down 
menu, choose Create volume. 
 

 
 

2.  In the pop-up window that appears, enter the information to create a volume named vol_1, sized at 

32 GB, Thin provisioned. Check Map Volume to ESXs and select SIO, which will automatically choose 

all three ESXi hosts within the ESXi cluster named SIO. 
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Step   Action 

3.  Click OK. If prompted, enter the ScaleIO admin password. 

 
 

4.  When finished, the following will appear: 

 
 

Click Close. 

 

5.  Repeat the steps 1-4, creating vol_2, sized at 24 GB, Thick provisioned. Choose Map Volume to ESXs 

and select SIO, which will automatically choose all three ESXi hosts in the SIO cluster.  

 

6.  Go to the Volumes view.  
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Step   Action 

7.  There, you should see your two newly-created volumes:  

 
 

8.  Navigate to vCenter Home  Hosts and Clusters 

 

9.  Select the 192.168.  host 

 

10.  In the right pane, click Manage  Storage  Storage Devices 
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Step   Action 

11.   Notice the two new devices (easily identified by size) 

 

 

Lab 3-B: Task 3 - Create Datastores  
Step   Action 

 You will create datastores on the volume just created and mapped.  This is handled through the 

standard vSphere Web Client. 

1.  While in the same vSphere view, right-click on 192.168.  and click New Datastore 
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Step   Action 

2.   

 
 

Click Next. 
 

 
 

Choose VMFS and click Next. 
 

3.   

 
 

Datastore name: DS_SIO1. 

Choose the 32 GB iSCSI disk. 

Click Next. 
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Step   Action 

4.   

 
 

Choose VMFS 5 and click Next. 

 

5.  On Partition Configuration, select Use all available partitions. Click Next. 

 

  
 

6.   

 
 

Review and click Finish. 

 

7.  Repeat these steps to create Datastore DS_SIO2, using the 24 GB iSCSI disk. 
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Step   Action 

8.  At this point, all three ESXi hosts should be able to see Datastore DS_SIO1 and DS_SIO2 under the 

Related Objects/Datastores tab. 

 

 
(the error on the top datastore relates to the VMDK creation in the initial deployment – it consumes nearly all 

the space on the datastore – this is expected) 

 

 

Lab 3-B: Task 4 - Migrate Live VM to ScaleIO Datastore 
Step   Action 

 Now that you have a datastore available to all ESX hosts, you can migrate any VM to that datastore.  

This is done in the standard vSphere Web Client. 

1.   In vSphere  Hosts and Clusters, right-click on the linux-prod VM and click Power On 
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Step   Action 

2.  Connect to linux_prod via desktop icon 

 
(will log on automatically as root | P@ssw0rd) 

 

3.  Examine the disk layout of the VM.  See how many devices and how much space is being consumed. 

fdisk -l 

df -h 

 

4.  Discover the current VMware datastore hosting this VM.  In vSphere, select the VM.  Click Summary 
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Step   Action 

5.  Under VM Hardware, expand the Hard Disk Section 

 

6.   Back on vSphere, right-click the linux_prod VM and choose Migrate. 

 
 

 

7.  On the resulting pop-up windows, choose Change Datastore and click Next. 
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Step   Action 

8.  Select the DS_SIO1 Datastore and click Next. 
 

 
 

9.  Review the choices displayed. If correct, click Finish. 
 

 

10.  Wait for the migration to complete. We have just accomplished an online migration of a VM from a 

local datastore to a ScaleIO-based datastore that is accessible by all three ESX servers.

 

 

Lab 3-B: Task 5 - Migrate Live VM to other host 
Step   Action 

 Now that the VM is hosted a datastore available to all ESX hosts, you can migrate any VM to any 

other ESX host that is attached to that datastore.  This is done in the standard vSphere Web Client. 



 

  97 

Step   Action 

1.  On the VMware Web Client, select the linux_prod VM. Its current host should be reported as 

192.168.1.32.  

 
 

2.  Right-click linux_prod and choose Migrate…. 

 
 

3.  On the first pop-up, leave the default (Change Host) and click Next. 

 
 

4.  On the next screen, make sure that SIO is chosen and click Next. 
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Step   Action 

5.  Choose the host 192.168.  and click Next. 

 

 
 

6.  On the next screen, accept the defaults (Reserve CPU…), and click Next. 

 

7.  On the following screen, review the choices and, if correct, click Finish. 
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Step   Action 

8.  Once the migration completes, check that the Summary page for prod_linux correctly shows the new 

host it is running on: 192.168. . 

 

 

 
End of Lab Exercise 3-B 
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Lab Exercise 4: Monitoring and Performance Tuning 
 

Purpose: Perform various operations using the ScaleIO GUI and the CLI 

to monitor and tune a ScaleIO storage environment. 

 

Tasks:  Observing Rebalance and Rebuild using Dashboard 

GUI and CLI 

 Adjusting the Rebalance and Rebuild Policy 

 Configure Quality of Service for a ScaleIO volume 

 Explore and reconfigure the RAM cache setting 

 View ScaleIO reported events and ScaleIO generated 

log files 

 Redirect ScaleIO event log to a centralized remote 

syslog server 

 

References: ScaleIO Lab Diagram (graphically showing relevant details for 

all VMs within a student pod – refer to Page 2) 
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Lab 4: Task 1 - Monitoring, Rebalance and Rebuild When Adding/Removing an SDS 
Step   Action 

 You will install and attach a new SDS to the cluster, then monitor the rebuild activity as data is 

redistributed to the new SDS.  Then, you’ll disconnect the new SDS and watch it rebuild the data 

from the surviving SDS nodes. 

1.  On dc, close and re-open open the ScaleIO GUI, logging into the Linux ScaleIO Cluster (192.168.1.10 

or 192.168.1.11). Reminder: use admin/P@ssw0rd.  

 

Once logged in, notice that at this point we have 4 SDSs in the environment. 
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Step   Action 

2.  Go to the Backend view, sort by SDSs, and expand the Protection Domain. 

 

Note that there is no Rebuild or Rebalance activity at the moment. 

3.  From dc, open a Remote Desktop Session to Win-3 (192.168.1.22). 

Hint: Click Start and type the word “remote” in the box provided. Remote Desktop will appear 

among the available choices above the box. Log in as “administrator” and use the password 

“P@ssw0rd”. 

4.  On Win-3 go to Server ManagerStorageDisk Management, confirm the presence of Disk 2 as a 

105 GB disk device.   
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Step   Action 

5.  On the Win-3 server, right-click Start (lower-left-hand corner).   

Select Open Windows Explorer to the  \\dc\share\sw\Windows folder, and run the sds installer 

 

Complete the installation using default values. 

6.  Back on the dc server, in the ScaleIO GUI go to the Backend view.   

Right-click the Domain1 domain and select Add SDS. 

 

file://dc/share/sw/Windows
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Step   Action 

7.  On the Add SDS to Protection Domain window, input the following: 

Name: SDSWin3 

IP Address: 192.168.1.22 

Path: F 

Name: Disk1 

 

 

Click OK when ready. 
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Step   Action 

8.  You will see Rebalance traffic, as the Domain adjusts to the presence of the new SDS. 
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Step   Action 

9.  Connect to lnx-1. 

Run the following command: 

scli --query_protection_domain --protection_domain_name Domain1 | grep SDS 

Take a moment to look over the SDS section, then run the command again, filtering output for the 

word “rebuild”, and then again, filtering for the word “rebalance”.  

scli --query_protection_domain --protection_domain_name Domain1|grep -i rebuild 

scli --query_protection_domain --protection_domain_name Domain1|grep -i rebalance 

 

 

Besides the zero activity shown in the bottom lines of each command’s output, note the tuning 

parameters shown within the upper two lines of each output. 
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Step   Action 

10.  Return to (or re-open) the Remote Desktop session linked to Win-3. 

Re-open the Server Manager, go to Configuration/Services, and find the two “emc” services used by 

ScaleIO. They are highlighted below: 

Right-click them and select Stop.   

 

The action we just performed will cause the SDS on Win3 to go offline. Note the Alert that shows up 

in the SDS pane of the GUI Dashboard view. 

 

You may also go to the GUI Alert view for more specific information. 
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Step   Action 

11.  On the Dashboard view: note the Rebuild activity that is reported. 

 

12.  Go to the Lnx-1 Putty session and re-run the two commands showing Rebuild and Rebalance activity. 

What are the IOPS levels?  Rebuild ______________  Rebalance _____________ 

 

Note: The Backend view of the Dashboard provides more detail regarding rebuild traffic. 
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Step   Action 

13.  Once the rebuilds complete, return to (or re-open) the Remote Desktop session to Win-3. 

Re-open the Server Manager, go to Configuration/Services, and find the two “emc” services used by 

ScaleIO that you previously stopped. 

Right-click them, and select Start. 

Go to the dc Dashboard and note the rebuild and/or rebalance activity. 
 

 

14.  Go to the Lnx-1 Putty session and re-run the two commands showing Rebuild and Rebalance activity. 

What are the IOPS levels?  Rebuild ______________  Rebalance _____________ 

 

15.  When the Rebalance completes, the task is complete. 

Lab 4: Task 2 - Adjusting Rebuild and Rebalance Policy 
Step   Action 
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Step   Action 

 You will use scli commands to change the rebuild and rebalance policies, then monitor the effects. 

1.  Once rebalance completes, adjust the rebuild policy to no_limits, and re-check the tuning 

parameters. 

scli --set_rebuild_policy --protection_domain_name Domain1 --storage_pool_name 

Cap_Pool --policy no_limit 

scli --query_protection_domain --protection_domain_name Domain1 

 

2.  Return to (or re-open) the Remote Desktop session linked to Win-3. 

Re-open the Server Manager, go to Configuration/Services, and find the two “emc” services used by 

ScaleIO. They are highlighted below: 

Right-click them and select Stop.  
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Step   Action 

3.  Go to the dc Dashboard and note the rebuild and rebalance activity. 

 

What are the IOPS? Rebuild ________________________  Rebalance ___________________ 

Do you observe a change in IOPS relative to the constrained case in Task 1? _______________ 

4.  Have a look at the dc GUI Backend view and observe the trend in the Capacity In Use column entry 

for each SDS server.  

Are these trends what you would expect? __________________________________________ 

5.  Now, adjust the rebalance policy to no_limits, and re-check the tuning parameters. 

scli --set_rebalance_policy --protection_domain_name Domain1 --storage_pool_name 

Cap_Pool --policy no_limit 

scli --query_protection_domain --protection_domain_name Domain1 |grep -i rebalance   

 

6.  Return to (or re-open) the Remote Desktop session linked to Win-3. 

Re-open the Server Manager, go to Configuration/Services, and find the two “emc” services used by 

ScaleIO that you previously stopped. 

Right-click them and select Start. 
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Step   Action 

7.  Go back to dc, open the ScaleIO GUI and note the rebuild and/or rebalance activity. 

What are the IOPS?  Rebuild ____________________  Rebalance _____________________ 

Did you get a greater IOPs rate for the Rebuild or the Rebalance? _____________________ 

Can you provide one possible reason for this? _____________________________________ 

(Hint: Make a list of the server-pairs involved during chunk copies in your case – first during the 

Rebuild, then during the Rebalance). 

8.  Choose the Backend view, by Storage Pool. 

Right-click on the Cap_Pool Storage Pool and select Set I/O Priority. 

Note that from this screen, you have additional tuning options for ScaleIO throttling. 

 

 

Lab 4: Task 3 - Configuring QoS for a Volume 
Step   Action 

 Using scli, experiment with different volume limits. 
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Step   Action 

1.  From within a Putty session to the MDM Primary (should be Lnx-1), log into the MDM cluster as 

admin, if you are not admin already. 

Run the following command: 

scli --query_sdc_volume_limits --volume_name vol2 --sdc_ip 192.168.1.11 

 

Note: The IP address 192.168.1.11 is Lnx-2, the server to which vol2 is currently mapped. 

2.  Return to (or re-open) a Putty session to Lnx-2. 

On Lnx-2, generate some I/O activity to the ScaleIO volume. In your home directory /root, we have 

provided a script writefile.bash that will work fine for this purpose: it performs small-block 

sequential writes to a file called largefile in the filesystem layered on the ScaleIO device. When 

largefile reaches a filesize of ~4 GB, the script exits. 

Examine, and then run, the script writefile.bash on Lnx-2: 

cd /root  

ls –l writefile.bash 

cat writefile.bash 

./writefile.bash 
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Step   Action 

3.  Look at the MB/sec or IOPS load shown on the Dashboard. Remember that it’s a running average, so 

allow the figures displayed to refresh two or three times for an accurate count. 

 

NOTE: The writefile.bash script is designed to run only for a short period (minutes or less, depending 

on prevailing system load). If you notice the GUI is reporting 0 IOPs, that probably means the script 

has completed execution. As and when you need load on the ScaleIO volume vol2, rerun the 

./writefile.bash command. 

4.  Now, restrict the IOPS for the volume. Run this command on the Primary MDM: 

scli --set_sdc_volume_limits --volume_name vol2 --sdc_ip 192.168.1.11 --limit_iops 10 

 

Note: An IOPS limit of 10 is the lowest possible setting. 

5.  Look at the IOPS load shown on the Dashboard view.  

What is it now? ____________________________________________________ 

Experiment with higher IOPs settings – try 20 and 30, for example. Observe the changes. 
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Step   Action 

6.  On Lnx-1: restore the volume configuration to the original state, before proceeding to the next task. 

Return the IOPS limit to zero, which is unlimited. 

 

7.  On Lnx-2: make sure to terminate your “writefile.bash” workload. This will help eliminate 

unnecessary load on the lab equipment.  

On your PuTTY session to Lnx-2, repeatedly issue <Ctrl>-C until you get your root@Lnx-2 shell 

prompt again. 

Lab 4: Task 4 - RAM Cache Determination and Implementation 
Step   Action 

 You will create a new storage pool, which will utilize RAM cache. 

1.  From within a Putty session to the MDM Primary (should be Lnx-1), log into the MDM cluster as 

admin, if you are not admin already. 

Run the following command: 

scli --query_protection_domain --protection_domain_name Domain1 | less 

2.  Look at the information for the Storage Pool named Cap_Pool. 

Is RAM cache being used for the Pool?  Yes / No   If so, what mode? __________________ 

Look at the information for the SDS’s. 

Is the SDS RAM cache information listed?  Yes / No 
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Step   Action 

3.  On the MDM, run the following command to look more closely at SDSWin2: 

scli --query_sds --sds_name SDSWin2 

Is the SDS RAM cache information listed?  Yes / No  

If so, 

1) What is its size in KB?  _________________ 

2) Is it enabled?  Yes / No 

4.  Back on the dc server, in the Dashboard go to the Backend view.   

Right-click on the Domain1 and select Add Storage Pool. 

The name of the new Storage Pool is Perf_Pool. Select Use RAM Cache. 

 

When finished, click OK. Click Close when complete. 
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Step   Action 

5.  Back on the dc server, go to the ScaleIO GUI  Backend view. Sort by SDSs.   

Right-click on the SDSLnx1 SDS and select Add Device. 

The Device Path and Name is /dev/sdc and the Storage Pool is Perf_Pool. 

 

When finished, click OK. Click Close when complete. 

Repeat these steps to add the /dev/sdc of SDSLnx2 and SDSLnx3 to Perf_Pool. 
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Step   Action 

6.  Check if any of your newly added devices has a yellow background (as below). If it does, it means 

that the device is not active, and should be activated (next step). 

 

If you don’t see the yellow background, the devices are already active and ready for ScaleIO to use. 

Skip the next step and proceed directly to Step 7. 

7.  Activate all of the inactive devices - right-click on the device, and select Activate Device: 
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Step   Action 

8.  Back on the Primary MDM, run the following command: 

scli --query_protection_domain --protection_domain_name Domain1 | less 

Look at the information for the Storage Pool named Perf_Pool. 

Is RAM Cache being used for the Pool? Yes / No ________________________________ 

Lab 4: Task 5 - Monitoring ScaleIO-reported Events 
Step   Action 

  

1.  From within a Putty session to the MDM Primary (should be Lnx-1), log into the MDM cluster as 

admin, if you are not admin already. 

Note: For a quick refresher on how to do this, refer to Lab3, Tasks 2 and 3. 

Run the following command: 

cd /opt/emc/scaleio/mdm/logs 

ls –al 
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Step   Action 

2.  This is where ScaleIO keeps its logs. ScaleIO sees certain activities (events) as worthy of note, and 

notes them within eventlog.db.   

Still in the same directory, run the following command: 

file eventlog.db 

What type of file is eventlog.db?  ______________________________________________ 

3.  Still in the same directory, run the following command: 

more eventlog.db 

While you can read some of this, it is not in a helpful format. Fortunately, ScaleIO has a tool to assist 

with this. 

Now, switch directories and run: 

cd /opt/emc/scaleio/mdm/bin 

./showevents.py 

Some of the events displayed should look familiar.  
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Step   Action 

4.  Now run the same command with –help: 

./showevents.py --help 

 

As you can see, you can filter events by date range, by severity, and even search (grep) for key 

words. 

5.  Return to (or re-open) the Remote Desktop session linked to Win-3. 

Re-open the Server Manager, go to Configuration/Services, and find the two “emc” services used by 

ScaleIO. They are highlighted below: 

Right-click them and select “Stop”.  

 

6.  Go to the Lnx-1 Putty session and run the command to view the log: 

./showevents.py 
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Step   Action 

7.  Return to the Win-3 Remote Desktop session and start the emc services. 

Go to the Lnx-1 Putty session and run the command to view the log: 

./showevents.py 

 

Lab 4: Task 6 - Set Up Centralized RSyslog Server for ScaleIO Event Logging 
Step   Action 

  

1.  Our first step is to identify the host that we will configure as our centralized RSYSLOG server. This is 
the target syslog server to which ScaleIO events will be redirected. 

For this lab we will use the ScaleIO TB server (Lnx-3, 192.168.1.12) as our target server.  

Using PuTTY, login to the Lnx-3 server with the credentials root/P@ssw0rd.  

2.  On Lnx-3, check the status of the Linux firewall – the status right now, and the expected status after 
a reboot: 

service iptables status 

Observe that the firewall is currently not running. 

chkconfig --list iptables 

The output of chkconfig (“off” for all runlevels 0 through 6) tells us that the firewall service will never 
automatically start on this host, whenever it starts up.  

This means that Lnx-3 has unrestricted access on both incoming and outgoing TCP traffic. You can 
proceed to Step 3 right now. 

3.  On Lnx-3, examine the /etc/rsyslog.conf file, and make suitable changes to it, following the 
instructions provided below. 

Take a look at the default configuration file /etc/rsyslog.conf : 

more /etc/rsyslog.conf 

and page through to the end of the file, using the <Space> bar.  
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Step   Action 

4.  For your convenience, we have provided you “before” and “after” versions of the rsyslog.conf file to 
enable centralized logging for ScaleIO. These versions are in the /root home directory for your 
reference: 

ls -l /root/rsyslog* 

You should see two rsyslog-related files listed in root’s home directory - rsyslog.conf.orig and 
rsyslog.conf.new, as shown below:

 

5.  Ensure that the file /root/rsyslog.conf.orig is exactly the same as your current /etc/rsyslog.conf: 

diff /etc/rsyslog.conf /root/rsyslog.conf.orig 

No differences should be reported. 

6.  On Lnx-3, examine the needed changes in the rsyslog.conf file: 

diff /root/rsyslog.conf.orig /root/rsyslog.conf.new 
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Step   Action 

7.  Observe the following differences. 

The first four modified lines (beginning with $ModLoad or $Input) are just uncommented lines, i.e., 
the preceding # has been removed. 

The redirection to the /var/log/messages file has been enhanced to include the local0 facility – this 
is the rsyslog facility we will use for ScaleIO event logging. 

The last two lines for the ScaleIO rsyslog template are new. They indicate that facility local0 should 
be used for ScaleIO logging, and specify that the logging should be directed to a file in the /var/log 
directory with the file name as provided. 

8.  On Lnx-3, now that we understand the needed changes, let’s actually make them and activate them. 

First, replace the /etc/rsyslog.conf file with the modified version: 

cp /root/rsyslog.conf.new /etc/rsyslog.conf 

Next, restart the RSYSLOG service for the configuration changes to take effect: 

service rsyslog restart 

9.  On the target RSYSLOG server Lnx-3, check if the server is listening on port 514: 

netstat -uanp | grep rsyslog 

You should see results as below: 

udp   0   0 0.0.0.0:514     0.0.0.0:*  3589/rsyslogd 

udp   0   0 :::514          :::*       3589/rsyslogd 

 

This completes the configuration for the centralized target logging server. Next, let’s configure the 
ScaleIO cluster to direct event logging traffic to the target server. 
 

10.  On the Primary MDM server Lnx-1, run the following scli commands, to perform the desired 
redirection for rsyslog (making sure to first login as admin/P@ssw0rd to ScaleIO): 

scli --login --username admin --password P@ssw0rd 

scli --stop_remote_syslog 

scli --start_remote_syslog --remote_syslog_server_ip 192.168.1.12 --

remote_syslog_server_port  514 
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Step   Action 

11.  On primary MDM server Lnx-1: perform similar steps as we did previously for the target host Lnx-3 

(steps 2 through 5, listed below for your convenience): 

service iptables status 

chkconfig -–list iptables 

The above commands confirm that the firewall will not block any outgoing traffic from Lnx-1. 

diff /etc/rsyslog.conf /root/rsyslog.conf.orig 

This shows the rsyslog.conf.orig file is the same as the currently active configuration file. 

diff /root/rsyslog.conf.orig /root/rsyslog.conf.new 

This will show only the following change, which clearly suggests that all syslog traffic from this host, 

Lnx-1, is to be redirected to the Lnx-3 host on TCP port 514 (which is the port it is listening on): 

< #*.* @@remote-host:514 

> *.* @@192.168.1.12:514 

 

cp /root/rsyslog.conf.new /etc/rsyslog.conf 

service rsyslog restart 

The two commands above will cause, and activate, the needed change to rsyslog.conf on the Lnx-1 

host. 

12.  Repeat all commands within Step 8 on the secondary MDM server Lnx-2.  

What is the purpose of doing this? Wouldn’t the primary server Lnx-1 generate all the events to be 

logged?  ____________________________________________ 
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Step   Action 

13.  Now, let’s validate that the centralized rsyslog server Lnx-3 is receiving logs from the clients. 

First, confirm that Lnx-1 is the primary MDM, and Lnx-2 is the secondary MDM. You can do this with 
the scli --query_cluster command. The Primary MDM will result in output similar to this: 

 

If you run the same scli --query_cluster command on the Secondary MDM, you will see 
output similar to this: 
 

 

14.  On the Primary MDM (Lnx-1, 192.168.1.10), run the command: 

scli --switch_mdm_ownership 

15.  Wait about 15 seconds and check the /var/log folder on the central rsyslog server (Lnx-3 in this 
exercise). You should see a file named EMC-ScaleIO.log. 

16.  On Lnx-3, check the contents of this log file. You should see entries representing the MDM switch 
ownership commands just run. In the example below, Lnx-2 (192.168.1.11) is now the Primary MDM. 
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Step   Action 

17.  On the new primary MDM Lnx-2: run the command  

scli --switch_mdm_ownership  

Note that the centralized log file /var/log/EMC-ScaleIO.log shows that the Primary MDM is now 
back to Lnx-1 (192.168.1.10): 

 

This confirms that both Lnx-1 and Lnx-2 are successfully performing redirection of ScaleIO events 
whenever either one becomes the primary. 
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Lab Exercise 5-A: Exercising the ScaleIO REST API 

 

Purpose: Use a graphical browser-based REST client to issue standard 

REST calls to a ScaleIO   cluster and verify the results. 

 

Tasks:  Validate that the REST gateway has a functional 

connection to the ScaleIO MDM   

 Install and prepare a Firefox browser-based REST client 

 Issue “GET” and “POST” calls to a ScaleIO instance 

using the REST client 

 

Reference: ScaleIO Lab Diagram (graphically showing relevant details for 

all VMs within a student pod – refer to Page 2) 
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Lab 5-A: Task 1 - Verify REST Gateway Connection to the ScaleIO Instance 

Step   Action 

  

1.  Open a Browser on the DC.  Connect to https://dc.emc.edu/rest.jsp 

. 

2.  It will prompt you to logon to the Installer: use U: admin | P: P@ssw0rd 

 

3.  It will prompt you to connect to the REST Gateway.  Click the link 

 

4.  Enter admin | P@ssw0rd as the credentials (these are the MDM credentials) 

 

https://dc.emc.edu/rest.jsp
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Step   Action 

5.  It will automatically run some basic queries, and validate the REST configuration 

 

Lab 5-A: Task 2 - Prepare the Firefox REST Client 
Step   Action 

  

1.  In the Firefox browser, click on the red RESTClient link, in the upper-right corner 

 

2.  It will launch the client 
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Step   Action 

3.  We’ve prepared some requests in advance, click Favorite Requests  Import Favorite Requests 

 

4.  Browse to c:\share\misc, select” Validated…json” and click Open 

 

5.  They will not appear (minor bug in client).  Repeat step 4, and they will appear 

…  
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Lab 5-A: Task 3 - Issue “GET” and “POST” Requests to ScaleIO 
Step   Action 

  

1.  Load our first practice REST call, get_gateway_configuration. 

From Favorite Requests, select the preloaded request get_gateway_configuration.  
 
Observe the three items: 

  

Note that the REST Method is automatically selected as GET for this saved call. Note the syntax of the 

URL to get the REST gateway’s configuration.  

Also, note that the Content-Type shows the value application-json. If you ever need to change to 

another type, you can use the Headers drop-down for doing this.   

2.  Specify the credentials for your REST gateway.  

The saved query that we just imported contains gateway credentials from another installation. Since 

we need to authenticate to our specific REST gateway, we need to change to our gateway’s 

credentials. Do this as follows:  

First, use the X button shown, to clear out the existing credentials: 
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Step   Action 

3.  Next, click on Authentication (on the Menu bar above) and select Basic Authentication. In the next 

screen offered, specify the REST gateway username admin and the password P@ssw0rd. Check the 

Remember Me box and click OK.  

  

Note: You may need to correct the credentials in this manner, before running every other imported 

query in your Favorite Requests, as you proceed through this lab exercise. 

4.  Run the get_gateway_configuration query.  

Make sure the BODY section is left blank. This is true for all GET requests.  

Now that the query is filled out, click SEND, to the right of the URL.  
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Step   Action 

5.  Examine the response: check that the REST gateway is configured with the correct IP addresses for 

the MDM. 

Look at the Response section of the REST client, below Body.  

Select the Response Body (Highlight) section, as shown here: 

 

In the response, ensure that your REST gateway correctly reports the primary and secondary MDM 

addresses as shown. This confirms that the gateway is properly configured for our specific MDM 

instance. 

6.  Select get_all_instances from Favorite Requests, and run this new request.  
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Step   Action 

7.  Examine the information reported in the Response Body (Highlight) section to answer these 

questions:  

What is the installation ID of the reported instance? ______________________________ 

Which is the version number of this instance? ___________________________________ 

What are the IP addresses of the three MDM cluster nodes? _______________________ 

________________________________________________________________________ 

8.  Note: Make sure to record the id from the output as indicated here. Also, highlight it and copy/paste 
to a Notepad window, as it will be needed later (in a POST request): 

 

What is the id of your ScaleIO instance? ________________________________________ 

9.  Get the Protection Domains configured for this instance.  

Load the get_protdoms_this_instance command from Favorite Requests. Examine the URL and then 

run it by clicking SEND.  

 

10.  Review the results reported for the Protection Domain(s) in the Response Body (Highlight) pane. 

How many Protection Domains are reported? ___________________________________ 

Are the name(s) of the Protection Domain(s) reported? ___________________________ 

Are you sure that the Protection Domain corresponds to your particular ScaleIO installation, and not 

someone else’s? Why? _______________________________________________ 
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Step   Action 

11.  Get the volumes that have been created in this instance. 

Next, load and run the get_volumes_this_instance query from Favorite Requests.  

 

 

12.  In the Response Body (Highlight) pane, locate an easily identifiable volume with a name that you 
assigned and you can recognize (for example, vol4 below):  

 

Using the mouse, highlight the id reported for this volume (hex string within the quotation marks). 
Right-click and select Copy, then Paste to the Notepad buffer where the instance ID was saved. The 
Volume ID will also be needed in our POST request. 
 
We have exercised a few basic GET calls to the instance. Let’s try our POST call next. 
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Step   Action 

13.  In the Firefox REST Client, load create_snapshot from Favorite Requests. 

Check first that the command type has now changed to POST (it is not a GET).  

Using the saved results (in Notepad window), make the needed edits in the URL and in the BODY 

section of the POST request.  

In the screen shown next, there are three items you will need to change: the instance ID in the URL; 
volume ID, and a name you assign for the new snapshot:  

 
Click SEND to run the REST command.  

14.  Check that no errors are reported. Correct the query and rerun, if needed. 

Examine the contents of the Response Body (Highlight) pane. You should not see any errors being 
reported.  
 
If the command ran successfully, this is what the results will look like: 
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Step   Action 

15.  Using an SCLI command, verify that the REST POST request has run successfully. 

On an ssh session, as root to your Primary MDM (either 192.168.1.10 or 192.168.1.11), first 

authenticate as user admin; then run the command: 

scli --query_all_volumes 

Can you identify the new snapshot within the list of volumes that are reported?  

_________________________________________________________________________ 

 

Lab X: End of lab 
Step   Action 

 If there is spare time, you are welcome to re-do any of these exercises, or attempt to come up with 

your own activities in the environment.  This is entirely up to you. 

Before you leave, please clean up the lab environment for the next student assigned your account. 

1.  In From the main vCloud Director screen  Home page, click on the stop button on your vApp 
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Step   Action 

2.  Wait for it to go from stopping to stopped, then right-click the vApp and click Delete 

  

3.  Click Yes to proceed 

    

 

 End of Lab  
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